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Resume of the PhD work

“Date:- 30/12/2019

Ohjectives of Research- = G
I, The abjective of this research is to Identify and Delimitate

vawious online atteks that intruders do. Lo e i
2 To make the system strong for reducing the vulnerabilities of online attacks by proposing

algorithm for detection of intruders,

the entire communication system from

Scope of Researchs
1. Delimitation for system will be done by the following methods-
W) Proposing techniques for Understanding password entry system. 2
b)  Introducing Text Alternatives like-(Finger Printing, Patterns, Face Recognition, QR codes.)
) Introducing a new hybrid Graphical Password Technique for secured password
d}  Upgrading the password policies ~ 8-char! 12-char/ 16-char. .
) Password Authentication Key Exchange.

Summary of Work Done-
I. Biometric systems were being investigated.

2 Tt was found that major hindrance of mobiles devices is the design of its authentication

techniques.

3. Hefty number of devices currently requires explicit identification for an individual user to use
various services because of booming security concerns. Biometric Authentication techniques are
aceessed for user identification to solve this issue.

4. A biometric system is a step by step process of acquiring, extraction, pattern recognition,
comparison, and authentication,

3. Depending on the application context, a biometric system operates either in Verification mode
and Identification mode,

6. There are few characteristic features which are most required for users of biometric systems-
Universal. Unique. Invariant, and Quantity.

7. Usage of biometrics specifically confirms and authorizes individual access into the system based
on its unique integrity. It only covers factors of *who user is' rather than ‘what user contains’
(PIN. Password, Card etc.)

. Various errors in biometric systems were analyzed- False matching and false non- matching.

There are a number of privacy concerns about the use of biometrics like- Noise in sensed data,

lntra-class variations, Distinctiveness, Non- universality, Spoof attacks that are supposed to be

taken care of. Therefore, it is certain that biometric-based recognition will have a profound .

influence on the way we conduct our daily business.

-y

Future Work-
I In future will be working on best authentication technique for password generation.
b ]

2. In future, deep analyze of the graphical password methods and hybrid techniques will be
performed.

3. Also, a new and secure technique will be proposed for Smart Devices.

Research paper Published-
*  Paper Title- “Analysis of Biometric Systems in Mobil
¢ Journal Details- International Journal of Lates

(JLEMR)

ISSN: 2455-4847

Website link- www.ijlemr.com

Volume- 04 , Issue- 0@?‘1“ 132-13
Date of publication- June 2019" "~
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Research Paper Communicated-

léaper Title- “A Bfmkab!c Pictorial Password Authentication Approach”

onference Details-International Conference on Innovative Computing and Communication

_(ICICC ?0:20), organized by Shaheed Sukhdev College of Business Studies. University of Delhi

;;IaTS;OCIZUOH with University of Valladolid Spain and National Institute of Technology, Patna
). )

Conference Date- 21" -23"™ Feb 2020

FE .
Literature Review-

N. Duta, A survey of biometric technology based on hand shape, Pattern Recognition, Elsevier, 2009,

Pattern Recognition 42 (2009) 2797 - 2806, available at: www.elsevier.comflocate/pr.
doi: 10.1016/j.patcog. 2009.02.007, 2797- 2806.

biometric authentication only need

Findings- The authors explained that some applications using
behavioral traits which has less

verification mode to verify the user; also one can use
discriminating powers.

A. K. Jain, A. Ross and S. Prabhakar, “An Introduction to Biometric Recognition,” /EEE
Transactions On Circuits And Systems For Video Technology, Vol. 14, NO. 1, pp. 4-20, Jan 2004.
Last Accessed on: Sept 4, 2018. [Online]. DOI: 10.1109/TCSVT.2003.818349

.Gave introduction to biometric recognition system and described about various

Findings
o summarize some of its advantages, disadvantages, strengths, limitations, and

techniques. Als
related privacy concerns.

F. Li, N. Clarke, M. Papadaki and P. Dowland, Active authentication for mobile devices

utilisingbehaviour profiling. International Journal of Information Security, Springer, June 2014,

published online Sept 2013, ISSN 1615-5262. vol. 13, Number 3, Int. J. Inf. Secur. (2014) 13:229-

244, doi: 10.1007/510207-013-0209-6, 229-244.

Findings- Authors clearly claimed that the fundamental drawback of the PIN-based approach is
entry technique, it does not validate the user's unique identity on accessing it

that as a point-of-
o matter how many number of times user try to enter into

again; rather in biometric systems n
system it is always validated.

A. Babich, Biometric Authentication. Types of biometric identifiers, Hagga- Heiizﬁe_..Univerisiy of
Applied Sciences, Finland, 2012 :

Findings-it is said thatbehaviour characteristics are influenced by controlled actions and less
controlled psychological factors. However, as behaviour characteristics can be changed in time,
registered biometric sample should be renewing every time of use.

P. P. Kuriakose, Ambili K, Secured Android Application Using Biometric Authentication.
International Journal of Innovative Research in Computer and Communication Engineering (An
ISO 3297: 2007 Certified Organization), available at:: www.ijircce.com, Vol. 5, Issue 4. April
2017, ISSN(Online): 2320-9801 ISSN (Print): 2320-9798. 7716- 7719

Findings-authors published various key points abou
cannot be lost or fo 0 fnd-online biometrics.
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Findings-2 erpret that keeping same password is a risk
s b ol (Nt aten IR knsc.nlhflence a single biometric authentication

still the users use same passwords for multiple account

is better for such lazy users.

A. Morales. M. A. Ferrer, F. Diaz, J. B. Alonso, and C. M. ‘Travicso. Cor!tact-Frcc Hand
. Biomﬂric System For Real Environments, 16th European Signal Processing Conference
(EUSIPCO 2008), Lausanne. Switzerland, August 25-29, 2008.

needs to breach only one password among all the

Findings- author states that an intruder : :
Intranet and hence, a single weak password impacts

employees to steal access to a company's
negatively on overall company.
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